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What are Viruses?
Viruses: The Basics

Viruses are malicious programs that infect computer 
systems, often spreading through email attachments or 
downloads. They can corrupt files, steal data, or cause 
system crashes.

How Viruses Spread

Viruses can spread through email attachments, infected 
downloads, or USB drives. They can also propagate through 
network vulnerabilities.
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Types of Viruses: From 
Mildly Annoying to Highly 
Destructive

Boot Sector Viruses
These viruses infect the boot 
sector of a hard drive, making 
it impossible to boot the 
computer.

File Viruses
They attach themselves to 
executable files and infect 
other files when executed.

Macro Viruses
These viruses target applications that support macros, like Microsoft 
Word or Excel, and can spread to other documents.
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Worms: The Self-
Propagating Malware

1

Autonomous Spread
Worms can replicate themselves and spread to other 
computers without human intervention, using network 
vulnerabilities or open ports.

2

Network Disruption
Worms can cause serious network disruptions by 
consuming bandwidth, overloading servers, or launching 
denial-of-service attacks.

3
Data Theft
Worms can steal data by accessing sensitive files or 
system information, compromising privacy and security.
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Trojans: Deceptive Malware That Grants 
Unauthorized Access

1

Disguised as Legitimate Software
Trojans often disguise themselves as legitimate software, luring users into 
downloading and installing them.

2
Hidden Backdoors
Once installed, Trojans create backdoors that allow attackers to 
remotely control the infected computer.

3
Data Theft and System Control
Attackers can steal data, monitor user activity, or take 
complete control of the infected system.
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Bots and Botnets: The Rise 
of the Automated Attacks

Bots: Automated Malware
Bots are malicious programs that 
operate autonomously, following 
commands from a remote attacker.

Botnets: Networks of Bots
Botnets are networks of infected 
computers controlled by attackers, 
capable of launching large-scale 
attacks.

Spam and Denial-of-
Service Attacks
Botnets can be used to send 
spam, flood websites with traffic, 
and launch denial-of-service 
attacks.
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Common Distribution Channels for Malware

1Email Attachments
Infected email attachments are a common way for 

viruses to spread.
2 Infected Downloads

Downloading malware disguised as legitimate 
software is another common attack vector.

3USB Drives
Malware can spread through USB drives that have 

been infected with malicious programs.
4 Vulnerable Websites

Visiting compromised websites can lead to 
malware infections.

5Social Engineering
Attackers may use social engineering tactics to 

trick users into installing malware.
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Best Practices for 
Combating Viruses, Trojans, 
and Bugs

1
Keep Software Updated

Regularly update your operating 
system, security software, and 

applications to patch 
vulnerabilities.

2
Use Strong Passwords
Create strong and unique 

passwords for all your online 
accounts to prevent unauthorized 

access.

3
Install Antivirus Software

Install reputable antivirus software 
and keep it updated to detect and 

remove malware.

4
Be Cautious Online

Avoid clicking on suspicious links, 
opening attachments from 

unknown senders, or downloading 
files from unreliable sources.
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